Collaboration Backups with Cygwin +
OpenSSH on Windows

By: Anthony Holloway

Created on May 14, 2014
Last modified July 28, 2015

Contents
SUIMIMIAIY e e e e s e e e e s e s s s s s e s s s s e s s s s s s e s e s e s e e esseasaaasasasasasasssasssssssssssesesssssssssesssesssssesesssesesessennsennnnneenes 1
ol oY= YaTo T o K CF 1 o [T 1o Y- PPN 1
OBTAIN SOTEWAIE ..ttt ettt e sttt e st e s bt e e bt e e s bee e abeesabeesbbeesabee e bbeesabeesbeeesabeeenns 2
GBIV SOTTWAIE. ...ttt et e s bt s bt st e et e e b e e bt e s bt e she e s atesabe et e e bt e nbeenbeesaeesateenrean 2
Client SOftWAre (FOIr TESTING) ..uvviiieeiiieiecieee ettt ettt ete e e et e e e et e e e e e eate e e e easaeeeeataeeeensaeeesansaeeeennsaneaans 2
SFTP SerVer INSTAllatioN. ... .coveeiuieieeeee ettt sttt e bt e s bt e sae e sanesabeebeennes 2
SFTP Server CONFIGUIAtION ..oiieiiiie et e et e e e e bte e e e sbeeeessbeeeessaseaeessseeeeesnnes 12
V11 Te 4 Te] o H OO TP PSP U PO PPOTOUPPUPPPRO 15
Configure Backup Device in DiSASter RECOVEIY.....cccuuiiiiccriieeecciieee ettt e eecttee e e eette e e e ectae e e e ereeeeeebeeeeeereeeeeennes 17
Stopping and Starting the SSHA SEIVICE........cccuiiii ittt e et e e e ctte e e s ebae e e s sbeeeesenaeeaeeanes 19
Summary

Cisco officially supports the Cygwin + OpenSSH solution on Windows computers as the backup solution
for its collaboration products. This is a free option, and with how quickly it sets up, you really cannot
beat it.

Presently this guide only works for local accounts defined on the SFTP server. Domain account support
is pending further testing and validation, but is possible to do.

Information Gathering
Spend a few minutes to gathering the following information which you will need during the setup and
testing. Some example values have been supplied.

Key Value Notes

SFTP Server Cygwin Install Directory C:\cygwin Use this default directory
SFTP Server Cygwin Package Directory  C:\cygwin\packages

SFTP Server Operating System Windows Server 2008 R2

SFTP Server Hostname SFTPSERVERO1

SFTP Server IP Address 10.10.10.10

SFTP Server Backup Folder Location D:\backups Mind the storage space!




SFTP User Username cisco

SFTP User Password Cisco123

SFTP System User SSHD Username sshd System account
SFTP System User SSHD Password Cisco123

SFTP System User CYGWIN Username cyg_server System account
SFTP System User CYGWIN Password Ciscol123

Frequency of Backups Daily Per product
Number of Backups to Store 3 Per product
Backup CDR? No CUCM Only
Back Greetings, Names, Messages? Yes CUC Only

Obtain Software

The only software you need to download is the server software, which is Cygwin. However, to test the
SFTP solution from a client machine, you will also want to download an SFTP client.

Server Software
Download the Windows 32/64-bit binary file from:

http://www.cygwin.com/

The file is called setup-x86.exe for 32-bit systems and setup-x86_64.exe for 64-bit systems.

This file goes anywhere on your SFTP server. The desktop or downloads folders are both good choices.

Client Software (For Testing)
Download the Windows 32-bit binary file from:

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

The file is called psftp.exe.
This file goes anywhere on your client computer. The desktop or downloads folders are both good

choices.

SFTP Server Installation
1. Run the setup file by double clicking it.

2. Click Next to begin setup.


http://www.cygwin.com/
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

[= Cygwin Setup

Cygwin Net Release Setup Program

Thiz zetup program is used for the initial installation of the
Cygwin ervironment as well az all subzequent updates. Make
zure to remember where pou zaved it

The pages that fallaw will quide vau thraugh the installation,
Pleaze note that Cogwin consists of a large number of
packages spanning a wide vanety of purpozes. 'We only
inztall a baze zet of packages by default. You can always run
this program at any time in the future to add, remove, or
upgrade packages az necezsan.

Setup.exe version 2.850 (32 bif)
Copyright 2000-2013

hitkp: A sy, cygwin. com,

=10 x|

¢ Back

Cancel |

3. Select ‘Install from Internet’ and click Next.

(= Cygwin Setup - Choose Installation Type

Choosze A Download Source

Chooze whether ta inzstall ar davenload fram the internet, ar install from files in

a lozal directan.

o

| nztall from [nkernet
[downloaded files will be kept for future re- use}

i Download Without Inztaling

" Inztall from Local Directony

¢ Back I Hewt > I Cancel




4. Enter your SFTP Server Cygwin Install Directory, Select All Users, Click Next

= Cygwin Setup - Choose Installation Directory

=10 x|

Select Root Install Directory =
Select the directory where you want to inztall Cygwin, Alzo chooze a few =
inztallation parameters.

— Foot Directany

Browse. .. |

— Ingtall Far
£ &l Users [RECOMMENDED)

Cygwin will be awailable to all uzers of the system.

 Just Me

Cygwin will ztill be available to all uzers, but Desktop lconz, Cyowin Menu Entriez, and impaortant
Installer information are only available to the current uger, Dnly select this if pou lack
Adrninistrator privileges or if you have specific needs.

¢ Back I MHest > I Cancel

5. Enter your SFTP Server Cygwin Packages Directory, Click Next



= Cygwin Setup - Select Local Package Directory - | Ellil

Celect Local Package Directory E

Select a directory where you want Setup to store the installation files it
downloadsz. The directory will be created if it does not already exist.

Local Package Directary

C:heygwintpackages Browse... |

¢ Back I Hewt > I Cancel

6. Select Yes to have the Packages directory created.

, | Directary Cioygwinipackages does nok exist, would wou like me to
! create ity

7. Select ‘Direct Connection’ and click Next.



= Cygwin Setup - Select Connection Type - | Ellil

Select Your Internet Connection E
—

Setup needs o know how pou want it to connect to the internet. Chooze
the appropriate settings below.

™ Ize Internet Explorer Proxy Settings
" Uze HTTR/FTE Brosy:

Frosy Host I

Fart IEEI

¢ Back I Hewt > I Cancel

8. Select any download site from the list and click Next.

= Cygwin Setup - Choose Download Site(s) - | Ellil

Choose A Download Site E
_r"

Choose a site from thiz list, or add pour own sites to the izt

Avallable Download Sites:

hittp: /A irrars-usa. go-parts. com

hitp: / cwgwin, mirrorz. hoobly, com

hittp: A mirrars. koghin, cam _I

hittp: A foygwin. mirrarcatalogs. com

ftp: cyguwain. mirmars. pair. com

hittp: A fcygwin. mirrars. pair. com

hittp: A fcygwin. parentingamernica. com

hitp: /A oygwin, sk azk aforpou. com

hittpc A mirrar. syrmndz. com

fp: 4/ mirrors. smis sion. com

hittp: A mirrars. xrission. com

frpe /¢fkp.gtlib. gatech. edu

hitp: /s, gthb. g atech. edu lI
.}

| PN W [ | PR PP P

Idzer URL: Add

¢ Back I Hewt > I Cancel |




9. Enter ‘OpenSSH’ into the search field, expand ‘Net’, and click on Skip one time.

= Cygwin Setup - Select Packages - | Ellil
Select Packages =
Select packages to inztall =

Eearchlnpenssh Elearl " Keep  Cunr " Egzp Miew | Categary

Cateqaory | = | B| S| Size | Package ;I
B Al &F Diefault

Debug &% Default

B Met &% Default

nfa  nja 723k openszsh: The OpenS

.
1| | b

[+ Hide obzolete packages

< Back I Hewt > I Cancel |

10. Confirm that the package will be installed by verifying a version number and the ‘X’ in the Binary
column, then click Next.



= Cygwin Setup - Select Packages - | Ellil
Select Packages =
Select packages to inztall =

Eearchlnpenssh Elearl " Keep  Cunr " Egzp Miew | Categary

Cateqaory | = | B| S| Size | Package ;I
B Al &F Diefault
Debug &% Default
B Met &% Default
| &6.6.1p1-1 | O 723k openssh: The OpenS

.
1| | b

[+ Hide obzolete packages

< Back I Hewt > I Cancel |

11. Select ‘Select required packages (RECOMMENDED)’ and click Next

= Cygwin Setup - Resolving Dependencies - | I:Ilﬂ

Rezolving Dependencies =
The following packages are required to zatizfy dependencies. e

hzip2 (1.0.6-2) i’
A high-quality block-soding file compressaor (utilities)
Fequired by: man, tar

ca-cedificates (1.97-1)
CA root cedificates
Feguired by libopenss|100

chypt (1.2-17

Encryption/Decryption utility and librany

Feguired by openssh, libkrbb_28, librakens _ILI
1| | ’

[+ Select required packages [RECOMMENDEDE

< Back I Ment » I Cancel |




12. Wait while packages are downloaded and installed.

20% - Cygwin Setup

13. Click Finish.



= Cygwin Setup - Installation Status and Create Icons - | Ellil

Create lcons =
Tell setup if pou want it to create a few icons for convenient access to the =
Cygwin environment.

¥ Create icon on Desktop

¥ Add icon to Start Menu

Inztallation Status
[nztallation Complete

¢ Back

Cancel |

14. Right click the Cygwin icon on your desktop and select ‘Run As Administrator’.

Open
Troubleshook compatibility

Dpen file location
[i-_. Run as adrinistrakor

15. In the Cygwin terminal, enter the command: ssh-host-config, and follow the prompts as
in the example below. Leave this window open, we’ll come back to it.
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SFTP Server Configuration

Now you will create your backup folder, user account and then set its home directory to the backup
folder directory.

1. Use Windows Explorer to create your backup folder.

g = Computer + Local Disk (iZ:) =

4 “pen  Includeinlibrary +  Sharewith = New falder

) Mame ~
es

top l backups

2. Use Start > Run and enter compmgmt.msc to launch the Computer Management console.

Eran x|

= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for wou,

Dpen: I compmgmtmse j

'&' This task will be created with administrative privileges,

Cancel Bronse,., |

3. Expand System Tools > Local Users and Groups and Right click on Users, selecting New User...

_'_&l- Computer Management {Local) | Mar
=] '[[’j Systemn Tools r
@ Task scheduler 4}-
@ Ewvent Viewer &.
2| Shared Faolders »,
= % Local Users and Groups g_

al

4. Fillin the appropriate fields using the below illustration as a guide, then click Create followed by
Close. Close the Computer Management window, we’re done with it.



Newuser 2(x|

Uszer name: ICiSDD
Eull name: Il:iscu:u
Description: ICISCD
Pazsword: Inuuu
Confirrn password: I“ seseen

[T WUser must change password &t nest logon
¥ Uszer cannot change pazsword

¥ Password never expires

[ Account is disabled

Help | Create I Cloze

Back in the Cygwin terminal window, enter the following command: mkgroup --local >
/etc/group

| ~

| mkgroup --local » Jfetc/group

Now enter the command: mkpasswd -1 > /etc/passwd

f mkpasswd -1 P

You can now close the terminal window.

Open the following file in notepad: C:\cygwin\etc\passwd, and locate your SFTP user’s home
directory.



10.

SYSTEM:*:15:544:,53-1-5-15::
Locallervice: ¥:19: 544 : T-NT I
NetworkIervice: *:120:544 1 T-11
Administrators: *: 544544, 5

TrustedInstaller: *: 429496729

Adwministrator iuhused: 500: 513
gigcoiunused:1009: 5153 igis00,
CiscoHistRprtUsr:iunused: 1007
cyy Server:unused: 1005: 513§
Guest:iunused: 501: 5153 :T-IESW]
IEUser:unused: 1000: 513 : U-IES

gghd:unused: 1007 : 513 :ga3hd po

a

+
m

-34153522649-15331035044
27382Z-500: //homwe,/ Admwini
S:fhome/zisco: /bin/bas

= [36E64321-£923530833-354

3530833-3546627382-100
Guest:/binbash

ore/ IEUser : fbin/hash
2-1007: /war/empty: /bin

Modify the /home/cisco path to your SFTP Server Backup Directory path, using the special

Cygwin syntax. Save and close the file.

SYSTEM:*:158:544:,53-1-5-15::
Local3ervice: ¥:19:544 :U-NT I
Network3ervice:%:20:544 : T-N1
Aiministrators:*:544:544:, 5

Administrator:unused: 500:513
cigooiunused: 1009: 513 ipiscn,
CiscoHistRpreUsriunused: 1001
cyy serveriunused:;1005:513:F
Guest:unused:501:513: T-TESW]
IET=er:iunused:1000: 513 : T-TES

gshd:unused: 1007:513:23hd pr

TrustedInstaller: *:429496729 5

al
b

[1+]

p—-341552260459-1531035044-1585329:26
R273682-500: / howe/ Adiministrator /]
19: fevgdrive/d/backups: /bin/bash

fPIEE4321-2923530835-3548027382-1

E3530833-3546627382-1008: /yar/ en
Guest:/bin/bash

nomwes IEU=er : fhin/bash

B2-1007: fyar/empey: fhin/bash

Open the following file in notepad: C:\cygwin\etc\sshd_config, and paste the below two lines
at the end of the file. Save and close the file.

Ciphers 3des-cbc,aesl28-cbc,aesl92-cbc,aes256-cbc,aesl28-
ctr,aesl92-ctr,aes256-ctr,aesl28-gcml@openssh.com, aes256-
gcm@openssh.com, arcfour,arcfourl28,arcfour256,blowfish-
cbc,castl28-cbc, chacha20-polyl305@openssh.com,aesl28-ctr,aesl92-
ctr,aes256-ctr,aesl28-gcm@openssh.com, aes256-

gcm@openssh.com, chacha20-polyl305@openssh.com

KexAlgorithms curve25519-sha256@libssh.org,diffie-hellman-groupl-
shal,diffie-hellman-grouplé4-shal,diffie-hellman-group-exchange-
shal,diffie-hellman-group-exchange-sha256, ecdh-sha2-
nistp256,ecdh-sha2-nistp384,ecdh-sha2-nistp521, curve25519-
sha256@libssh.org,ecdh-sha2-nistp256,ecdh-sha2-nistp384,ecdh-
sha2-nistpb521,diffie-hellman-group-exchange-sha256,diffie-



hellman-groupl4-shal

11. Reboot the SFTP server and the sshd process should start automatically. Verify by opening a
command prompt window and enter: netstat -a -n | f£ind “0.0.0.0:22 ”

[&+] Administrator: C:5 Windows', system32' cmd.exe

C:sUsers~IEUser>netstat —a —n | find "B.A.8.8:22 "
TCP A.8.8.8:22 g.6.8.8:8 LISTENING

C:sUsers~I1EUser>

Simple Validation

Now that you have your SFTP server setup and running automatically upon reboot, let’s see if we can
actually transfer files back and forth and delete from the remote machine.

1. On your client machine where you have psftp.exe saved, right click on its parent folder and
select ‘Open Command Window Here’

4. Down SkyDrive Pro

L Favori Open cormmand window here

2. Enter the command: psftp cisco@10.10.10.10, substituting your actual values for
username and IP Address, enter ‘y’ to accept the key, and then supply the password for your
user account. Note the working directory is the same as your backup path.



=N psftp cisco@10.90.90.137

peftp cizscol1@.9@_.98_137

JARNING — POTENTIAL SECURITY BREACH?
he server’s host key does not match the one PulTY has
ached in the registry. Thisz means that either the
erver administrator has changed the host key,. or you

have actually connected to another computer pretending
o be the server.
he new rsa2 key fFingerprint is:
sh—rsa 28048 B0:1a:99:25:48:66:f7:49:d08:31:33:5d4:47:%4:c6:=1Db

If you were expecting this change and trust the new key.
enter "y to wpdate PulTY¥'s cache and continue connecting.

If you want to carry on connecting but without uwupdating
he cache. enter "n'.

If you want to abandon the connection completely, press
eturn to cancel. Pressing Return is the OHLY guaranteed
afe choice.
pdate cached key? (ysn,. Return cancels connection) y
sing username "'cisco'.
iscof1BA.20.20.137 = password:
emote working directory is Scygdrivesc-backups

Copy a file over to the server by entering the command: put psftp.exe

NOTE: | am copying the psftp.exe file by choice, you can copy any file you want.

put pu tp.exe
=» remote :cugdrivescs/hackups pzftp.exe

Validate that the file does in fact exist on the SFTP server.

~ Compuker = Local Disk (T = backups

Include in library =  Share with +  Kew folder

3 MName

e

top psftp.exe
nloads

Delete the file on the server by entering the command: del psftp.exe

peftp> del psftp.exe
rm Scygdrivesc/backupsspsftp.exe: 0K
psftp>

Validate that the file no longer exists on the SFTP server.



.+ Computer = Local Disk (C:) = backups

Include in library »  Share with +  Rew Folder

Mame ~
Les

<kap
mloads

=nt Plares

7. Disconnect from the server by entering the command: bye

Configure Backup Device in Disaster Recovery

Before you begin the configuration within Disaster Recovery, you’ll want to create a folder for each
product inside of your backup folder. In the below example, | have create a folder for each of: CUCM,
CUC, CER, CIMP, and UCCX.

. = Computer = Local Disk {21 = backups -

Include in library *  Share with +  MNew folder

. Mame ~
ikes
ktop | CER
nlnads CIMP
kRl

ent Places U

) CUCM
es5
urnenks o LECA

Next, log into Disaster Recovery on each of your products to perform the following tasks.

1. Select Backup > Backup Device > Add New

Backup * | Restore + Help «

Eal:kup _
Device

15.elecmu E

Scheduler




Backup * Restore ~ Help -

|:|':'|:: Add New @ Select Al E

2. Enter a device name of your choosing, the IP Address of your SFTP server, the path for this
product, the username/password to access SFTP, and the number of backups to keep. Click
Save.

Backup Device
Q Save ‘ Back

rStatus

@ Status:Ready

r Backup device name

Backup device name® CyawinOpenssH

rSelect Destination®

Tape Device
Device Name -- Mot Selected -- @ Tape drive is not supported on a
virtual machine

® Network Directory

Host name/IP address 10.90.90.137

Path name UCCx

User name Cisco

Password seennnne
Number of backups to store on Network Directory 3 0w

The system will actually attempt a login, putting a file on the remote server, and then deleting it.

[ex.| Administrator: CWindows' system32' cmd.exe

C:sbackupssUCCK >dir
Volume in drive C has no label.
Volume Serial Mumber is EWCE—-337D

Directory of C:shackupssUCCH

B5-14-20814 @A3:48 PH <DIR> -
B5.-14-20814 @A3:48 PH <DIR> --
B5-14-26814 @3:48 PH 8 dUmml _Drf

1 Fileds? A hytes

2 Dir<s> 128,.532.217.85%6 hytes free




If it can do that, then the Save will work. If not, it will fail. This is a very good validation test for
connectivity, as it tests: Network connectivity, SSH Protocol, Ciphers, KeyExchange, and File
permissions.

Status
|V @ Update successful

3. Select Backup > Scheduler and then click Add

Backup = | Restore = Help =

Bﬂ Cku p -
Device

Scheduler =t Default @

Backup + FRestore = Help -

Schedule List
|:|']= Add New @ Select Al

4. Enter a scheduler name, such as Daily, select the backup device you just defined in the previous
step, then select the components you want to backup, followed by setting a time of day to run
the backups (consider staggering each product), and finally set the frequency of the schedule.
Click Save.

No screenshot as each product page is slightly different.

Stopping and Starting the SSHd Service

To stop or start the sshd service use the following commands in a Cygwin terminal window.

e Stop
cygrunsrv --stop sshd
e Start

cygrunsrv --start sshd



